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Preface

The following conventions are used in this document:

Bold Used for information that is typed, pressed, or selected in executables
and instructions.  For example, select connect to host.

Italics Used for file names, directories, scripts, commands, user IDs, document
names, and Bibliography references; and any unusual computerese the
first time it is used in text.

Underline Used for emphasis.

Arrows <> Used to identify keys on the keyboard.  For example <Return>. 

“Quotation Marks” Used to identify informal, computer-generated queries and reports, or
coined names; and to clarify a term when it appears for the first time. 
For example  “Data-Generation Report.”

Courier Font Used to denote anything as it appears on the screen or command lines. 
For example tar xvf dev/rmt/3mm.

Capitalization Used to identify keys, screen icons, screen buttons, field, and menu
names.
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1.   Internet Relay Chat (IRC) Overview

IRC is a suite of applications that provides a chatter-style communications capability to multiple
users who wish to participate in on-line conferences.  The IRC’s client/server architecture allows
IRCC applications to be connected to a network of IRC servers.  Users who invoke an IRCC and
connect to an IRC server may communicate with others on the same IRC network by joining a
“channel” to send and receive messages.

This document contains procedures necessary to communicate over an IRC network using the
Zircon IRCC application.  The document is organized in the following sections:

C Section 2, “Basic User Procedures,” describes the basic commands necessary to use
Zircon and participate in IRC conferences.

C Section 3, “Scheduling and Controlling Access to Conferences,” describes the procedures
and commands that can be used to schedule conferences and control access to IRC
channels.

C Appendix A, “Additional User Procedures,” describes additional Zircon commands that
extend a user’s communication capabilities over an IRC channel.

C Appendix B, “Zircon Window Descriptions,” describes the functionality associated with
the buttons, checkboxes, and menus that appear on Zircon windows.
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2.   Basic User Procedures

2.1 Starting-up Zircon

To start-up Zircon, double-click on the IRC icon on the Application Manager window.  When the
Zircon Information and Control windows are displayed, move the Zircon Information off of the
Zircon Control Panel.

2.2 Connecting To and Selecting an IRC Server

When Zircon is first brought up, it automatically connects to an IRC server.  After the Zircon
Information and Control Windows are displayed, check the Zircon information window to verify
the connection to an IRC server.

If Zircon is not connected to an IRC server or to connect to a different IRC server, perform the
following steps:

Step 1: Click and hold the Server button on the Zircon Control Window.

Step 2: A drop-down menu is displayed.  Highlight an IRC server and release the mouse
button on this menu.

If the server you wish to connect to does not appear on the menu list, type the fully
qualified name of the server you wish to connect to into the data entry field which
appears to the right of the Server button and press <Enter>.

2.3 Creating/Joining an IRC Channel

Before you can begin to communicate with other users on an IRC network, you must either join
an existing channel or create a new channel.  To join a conference taking place on an existing
channel, type the following in the Channel field on the Zircon Control Window:

#name-of-existing-channel

For example:

#Bosnia_crisis

where the pound sign (“#”) must be typed first and be immediately followed by the name-
of-existing-channel, which is the name of the channel on which an on-going conversation
is taking place.
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NOTE: To create or join channels to which only users on your IRC server have access,
replace the “#” that appears in front of the channel name with an ampersand
(“&”).

NOTE: You will see your line of text labeled with a “>”, while other users see your line
of text labeled with your nickname.

To begin a new conference, create a new channel by typing the following in the Channel field on
the Zircon Control Window:

#name-of-new-channel

For example:

#my_new_channel

where the pound sign (“#”) must be typed first and be immediately followed by the name-
of-new-channel, which is the name of a channel that does not exist.  Once this channel is
created, other IRC users will need to be notified (e.g., via e-mail, news posting, or phone)
of its existence before you will be able to communicate with anyone on this channel.

2.4 Communication Over an IRC Channel

After creating or joining an IRC Channel, the IRC Channel window is displayed.  You may
communicate to other IRC users on that channel by typing messages in the data entry field that
appears at the bottom of this window.  All interaction with a channel will occur via this window. 
Messages from other users will appear in this window with each line of text be prepended with the
nickname of the user who sent it.  As you enter text, the characters you type appear in the field at
the bottom of the window.  You may edit this text using the left and right arrow keys, the
backspace key, and the delete key.  Pressing the <Enter> key at any time broadcasts your line of
text to the channel.

2.5 Locating Existing IRC Channels

To participate in an on-going conference, you will need to join an existing IRC channel on which
a conference is being held.  To view a list of all channels that exist on your IRC network, perform
the following steps:

Step 1: Click and hold the Channels button.

Step 2: From the drop-down menu, highlight the LIST option and release the mouse
button.
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NOTE: If you have started an IRC session with, or changed your nickname to a name
that is already in use, you may be kicked off of your IRC session.  (the IRC
Channel on which you are currently communicating).  If this occurs, enter a
different nickname and re-join the channel.

Step 3: When the IRC Channel List window is displayed, make sure that:

C The Minimum Number of Members value is set to “1” (drag the bar cursor
to the left).

C Only the Public and Local check boxes have been selected (selected boxes
are red).

C Both the Channel and Topic fields contain only a single asterisk (“*”).

Step 4: Click on the List button.

A list of all channels that exist on your IRC network is displayed.

To limit the number of channels listed, change settings or enter filter options as appropriate.  For
example, to list all channels whose names contain the string “forscom”, enter the string

 *forscom*

Include leading and trailing asterisks (“*”) in the Channels field.  To update the channels listing,
press the List button.

2.6 Changing Your Nickname

On an IRC network, you are identified to other IRC users by your IRC nickname.  Though
nicknames are not owned by any one IRC user, they must be unique across an IRC network (see
Section 4.6 to view IRC nicknames currently in use).  This name is often the same as your login
name and appears in the first field of the Zircon Control Window.  However, you may change
your nickname at any time during an IRC session.  To change your IRC nickname, type your new
nickname into the entry box to the right of the Nickname button and press <Enter>.

2.7 Listing Existing IRC Nicknames

Since IRC Nicknames must be unique, you may want to view a list of nicknames currently in use
on your IRC network before changing your nickname.  To view this list, perform the following
steps:

Step 1: From the Zircon Control window, click and hold the Users button, which is the
second button from the left, just above the Channel field.
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NOTE: An IRC Channel operator should be the last user to leave a channel to ensure
that a conference has indeed ended.  See Section 3.4 for additional information
about leaving an IRC channel.

Step 2: From the drop-down menu, highlight the Who option and release the mouse
button.

Step 3: When prompted to “Enter a user pattern”, leave the field blank and press <Enter>.

A window is displayed that lists all of the Nicknames that are currently in use on your IRC
network.

2.8 How to Leave an IRC Channel

To leave an IRC Channel, click on the Leave button at the top of the IRC Channel window. 
When leaving a channel, the following will occur:

C All users remaining on this channel are notified of your departure.
C The IRC Channel window of the channel you have just left will close.
C Control will return to the IRC Control Window.

2.9 How to Exit Zircon

To exit Zircon, click on the Quit button at the bottom right of the Zircon Control Window. When
asked whether or not you wish to exit your IRC session, click on the OK button.
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3.   Scheduling and Controlling Access to Conferences

This section describes procedures and commands to assist in scheduling and controlling access to
IRC conferences.  This section discusses the following:

C IRC channel operator roles and responsibilities.
C How to schedule and control access to an IRC conference.
C Commands that can be used to restrict IRC channel access.

3.1 The IRC Channel Operator

An IRC channel operator is an IRC user who has the ability to control the number of and/or how
users may join a given IRC channel and therefore, participate in a conference.  The most common
way for a user to become a channel operator is for that user to create a new channel.  After
creating a new channel, the user will remain channel operator until one of the following occurs:

C The user gives channel operator privileges to another user.

C The user leaves the channel.

C The user’s operator privileges are revoked by a user who has just been granted channel
operator privileges.

Any user given IRC channel operator privileges by another operator has full access control of the
channel and may in turn, give channel operator control to another user, or even revoke operator
privileges of other operators on the same channel.    

3.1.1 Control of an IRC Channel

It is important to note that only channel operators can “control” a channel.  Therefore, if you have
scheduled a conference and wish to have exclusive channel operator privileges for the duration of
the conference, be sure to create the channel for your conference well in advance of users
accessing it.  This will ensure that you retain exclusive channel operator privileges for that
channel.

3.1.2 Granting Channel Operator Privileges

To give operator privileges to another user by selecting the user’s nickname button from the IRC
Channel Window and click on the ChanOp option.

3.2 Scheduling an IRC Conference

To ensure that all intended parties participate in an IRC conference, it is important to inform
participants of the conference channel’s name and the time the conference will occur.  It is best to
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NOTE: If there are no operators on the channel, the channel can still be closed by
having an IRC operator (not to be confused with an IRC channel operator),
“Kill” the user(s) on the channel (i.e., from the user’s button on the channel
window, select Kill).  An IRC operator’s Kill command completely disconnects
the user(s) from the network.  This should only be done under extreme
circumstances. 

notify participants of this information via phone, e-mail, or news postings.  It is also important to
note that you should create the channel for this conference well in advance of the time the
conference will be held to be sure to maintain control of  this channel for the duration of the
conference.  

For example, to schedule a conference to begin at 0900 hours, create the channel at about 0700
hours.  This gives you time to negotiate a solution if you discover that there is already a channel in
existence with the same name that you planned to use for your conference channel.  If you do not
wish any IRC users to join or be aware of the conference channel before 0900, change the mode
of the channel to “Secret” and “Invite Only” when it is created (see Section 3.4).  At 0900 hours,
change the channel mode such that users you wish to be in the conference can join.  

3.3 Ending an IRC Conference

A conference ends when all participants leave the channel on which the conference is being held. 
Therefore, a channel operator should remain on a channel until all uses leave the channel to ensure
that the conference actually ends.  If a user remains on the channel (perhaps a user walked away
from the terminal without leaving the channel), the operator may remove the user from channel by
performing the following steps on the Channel Window:

Step 1: Click the user’s nickname button.

Step 2: Select the Kick option.

Step 3: Enter a message informing the user that the conference is over. 

Step 4: Click the OK button.

To find out how to become an IRC Operator, see the IRC Server System Administration
documentation.
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Table 1.  Channel Access Modes

3.4 Controlling Access to Your Conference

By default, after a new channel is created, any user can participate in a conference occurring on
that channel.  This is not always acceptable— the individual creating a channel will usually want to
restrict access to their conference and therefore to the channel.  There are many ways channel
access can be restricted.  Table 1 lists the channel access modes that can be used to restrict access
to a channel.  These access control mechanisms may be combined to create more stringent
restrictions where needed. 

Access Mode Description Procedures

Local Channel Allows only users to attach to the same Create a channel whose name
server access to the channel. begins with a “&” instead of a

This uses the access restrictions of the server
itself, which is often configured to only
allow “local” connections (i.e., users
connected to servers within the same site).

“#”.

Secret Mode Channel is placed in secret mode. On the Channel Window: 

Users listing existing channels will not be
able to see this channel, even if they have
permission to join the channel.

Click on the Mode button.
Select the Secret option.

Invite Only Users can only join the channel if an On the Channel Window:
operator of the channel invites them. 

Invitations are for immediate use only.  If
there is no user on the network with the
given nickname or if the user declines to join
the channel, then the invitation goes away. 
Furthermore, if the user joins the channel
and then leaves the channel, a new invitation
is required to re-join it.  This is an unwieldy
mechanism if there are a large number of
users on the conference.

Click the Mode button.
Select the Invite Only option. 

Invite users on the Channel
Window:

Click the Channel button.
Select the Invite option.
Enter a nickname
Click the OK button.

Note:  A dialog box is displayed
that asks the user to join the
channel.
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Keyed Channel All users attempting to join the channel must On the Channel Window:
enter a matching “key” (i.e., an
authentication code).  This option may only
be selected by a channel operator. 

When the key is set or changed, all users
already on the channel are notified of the
new key value.

Click the Mode button.
Select the Key option.
Enter a key (i.e., a text string).

Encrypted Channel All text entered by the user into a channel On the Channel Window:
will be encrypted with a “key,” and all text
arriving on this channel must be decrypted
with the same key.

Any user can enter this command, and only
that user’s I/O to the channel will be
affected.  This is only useful if multiple users
enter the same encryption key.

Click the Channel button.
Select the Crypt option.
Enter an encryption key (i.e.,  a
text string). 

Limits Limits the total number of users that may On the Channel Window:
have access to a channel at any given point
in time. 

This can only be done by a channel operator.

Click the Mode button.
Select the Limit option.
Enter the maximum number of 
users for this channel.
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Appendix A:  Additional User Procedures

This section describes additional Zircon commands that extend a user’s communication
capabilities over an IRC channel.

Identifying Participants in a Conference:  Under the Names menu at the top of any Channel
Window are menu options labeled with the nickname of each participant in a conference.  These
options allow a user to perform actions related to specific users on that channel.  The first option
in this menu is Buttons.  If this option is selected, a column of buttons is displayed on the right
side of the window, each labeled with the nickname of a conference participant.  To remove the
buttons, select the Names menu again and select the No Names option.

How to Find Users Behind the Nickname:  For IRC in general, and Zircon in particular, a
user’s actions are identified by his or her nickname.  However, nicknames are restricted to nine
characters or less and are thus not always fully descriptive.  In addition, users are capable of
setting and/or changing nicknames at any point (nicknames are not “secure”).

To determine the username of a conference participant, select that user’s nickname button (to the
right of the Channel Window) or select that user’s menu entry on the Names menu.  A menu is
displayed listing possible actions to be performed upon that user.  Selecting “Whois” (the first
menu option) will bring up a menu with the user’s login name (i.e., username@machine.domain),
the user’s name (as entered by the user, which is an unsecured item), and a list of the other IRC
conferences of which the user is currently a member.

There is also a menu item labeled Finger, which will attempt to query the finger daemon on the
user’s machine to obtain information about the user.  The finger daemon will fail in a secure
environment and should not be executed on a secure machine.

Holding a Sidebar Conversation: In addition to channels, IRC supports one-on-one
conversations.  There are two ways to open sidebar conversations under Zircon.  If you are in a
conference and wish to speak with someone else in the conference, click that user’s nickname
button and select the Msg option.  This will cause a new window to appear on your screen.  This
window is functionally identical to a channel window, but its default size is smaller than a channel
window and is titled with the user’s nickname.  Typing a message into this window and pressing
<Enter> will cause a similar window to appear on that user’s terminal (titled with your nickname). 
You and this user can then hold a private conversation using these windows.  

A sidebar conversation can also be opened with a user who is not in a conference.  To speak with
someone who is not participating in a conference with you, click the Users button in the Zircon
Control Window and selecting the Msg option.  A dialog box is displayed, allowing you to enter
the nickname of the user with whom you wish to speak.  Enter the nickname, press the OK
button, and a sidebar window is displayed.  If there are no users with the specified nickname on
the IRC network, this will be indicated to you after you attempt to send your first message to the
user. 
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Appendix B:  Zircon Window Descriptions

This section describes the functionality associated with buttons, checkboxes, and menus that
appear on Zircon windows.

B.1 The Zircon Information Window

All messages that do not pertain to other Zircon windows are displayed in the Zircon Information
Window.  Information such as the “Message of the Day” and error messages routinely appear
here.  You may re-direct other messages to this window by setting various configuration options
if you do not want to have them appear in pop-up windows.  The entry at the bottom of the
window allows you to type IRC II style commands.  Only a subset of IRC commands are
supported in this window as a number of these commands have no relevance in the Zircon
environment. 

B.2 The Zircon Control Window

This window provides a set of buttons, checkboxes, and menus that let you control your IRC
session.

Zircon VX.X:  Click this button to display the following options:

About Zircon:  This option displays the Zircon version number you are currently running
and displays a credits panel that also lists the version of Tcl and Tk.

Configure:  This option allows you to configure various aspects of the Zircon application. 
IRC lets you configure your nickname, IRCname, and server lists.  People lets you
configure your Friends and Ignore lists.  Channels sets up characteristics of your favorite
channels, and Info controls miscellaneous features of the system.  Save Current will save
your current state in your rc file. 

Register:  This button is not useful on the SIPRNET.

Help:  Clicking this button displays a dialog asking for a topic on which you desire help.  This
will be sent to the help service nickname indicated in the other field of the dialog.  Since there is
currently no help service on the SIPRNET, no help information is available. 

Busy:  Selecting this checkbox will mark you as “busy” (or “not busy”) which causes unsolicited
notices and messages to be sent to the Information Window.  For messages, a reply will be sent to
the originator telling them you are busy.

Invisible, Wallop, SrvMsg:  Selecting these checkboxes will cause you to be marked as
Invisible, enable you to receive wallops, or enable you to receive server messages, respectively. 
You will normally not want these options selected. 
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IRC Op:  This button lights up when you are an IRC operator.  When lit, clicking it removes
your operator status. 

Nickname:  Selecting this button displays a menu that lists your nicknames.  Select one nickname
to have it sent to the IRC network.  By default, the first item in the list is chosen by Zircon as
your initial nickname.  Typing in the entry field to the right of the button and pressing <Enter>
will also change your nickname. 

IRCname:  These names cannot be changed on the fly.  Changes will only take place when the
server’s configuration has been modified.  Your IRCname should always be your full name. 

Server:  Selecting this button displays a list of servers to which you may connect.  The first one in
the list is chosen by Zircon as the server to connect to when Zircon is initially run.  Selecting an
entry from the menu or typing in the name of a server will close your current session and connect
to that server.  Pressing <Esc> instead of <Enter> will cause a dialog box to appear prompting
you for a port number of the server (you would not normally use this feature). 

Away:  This menu contains your favorite away messages. The Back option will mark you as no
longer being away.  The New option will prompt you for a message.  All other items listed are the
messages you have already saved in your rc file.  When you are away, this button is highlighted.

BRB:  Clicking this button sends a “Be Right Back” (BRB) message to all channels you are
currently on and changes the button label to Back.  Clicking on this button again sends a Back
message to all channels and changes the button label back to BRB.

Friends:  Clicking this button displays the Friends Window, which has buttons for all the users
you have associated with your userInfo variable (configurable from the People Panel).  If the user
is on IRC, the button is highlighted providing that the isonForeground, isonFont, and
isonBackground  X-resources have been set appropriately.  If the friendsOn variable is set, then
only those friends that are on the IRC network will have buttons displayed.

Quit:  Ends your IRC session.  You are prompted to confirm the quit and to enter a new sign off
message.  You can set up a default message by setting the signoff variable in your rc file or from
the Info Panel.  You can turn off the request for confirmation from the Info Panel as well.  If you
have altered your configuration and not saved it, you will be asked whether or not you wish to
save it at this time.  The default action is not to save the file. 

Servers:  This menu allows you to perform various IRC operations.

Users:  This menu allows you to perform various IRC user operations.

Channels:  This menu allows you to perform various IRC channel operations.  This menu also
lists the names of channels you have selected to be on this list.  Selecting a channel from this list
will cause you to join that channel. 
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Services:  This menu provides access to various IRC service provides.  Currently nickserv and
noteserv are there by default.  You can add your own IRC service provider by setting the services
variable in your rc file.  

Channel:  This field allows you to type in the name of a channel you wish to join.  Typing a
channel name in this field and pressing <Enter> will cause the associated channel window to
appear (assuming you are allowed to access this channel).

B.3 The Zircon Channel Window

Mode:  This menu allows you to change the mode of your IRC channel window.

Channel:  This menu allows you to perform various channel operations.

Action:  This menu allows you to run and save IRC “actions.”

Names:  This menu lists the nicknames of all users currently on the channel.

Clear:  Clears the Channel Window of Messages.
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